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SECTION {

DEFINITIONS

Account: A continuing relationship established by a person with a creditor (like

the company) to obtain a pro-duct or rervic" for personal, family, household or business

purposes, ano inctuJ"* g'" provision of services on a deferred payment basis'

Annual RePort: See Section 9'

BoardofDirectors:TheCompany,sboardofdirectors.

covered Account: An Account that the company offers or mainlains primarily-for

personal, family, or household purpos"r, thrt involves or is designed to permit multiple

payments or transa.tion,, Telecommunication service accounts can be Covered

Accounts. The term arso incruoes any other Account for which there is a reasonably

foreseeable risk to Customers or to the Company of ldentity Theft, including financial,

operationat, compliance, reputation, or litigation risks (see section 4)'

company: Ace Telephone Association, Ace Telephone ^company 
of Michigan'

lnc., Ace Link Telecommunications, Jnc; Alhndale Telephone Company; and Drenthe

Telephone and Communications'



sEcTtoN I

DEFtNtTtoNs (coNT'D)

consumer Repor* A written, oral, or other communication of any information bya consumer reporting agency bearing on a consumer's identity whi.n i. used or expectedto be used or collected in whole o-r _in part roi tt're purpose of serving as a factor inestablishing the consumer's eligibility for service to be useo primarily for personal, family,g.t^Pytt]oH purposes, employmeni purposes, or any other brrpri" autnorized under 47USC 1681 etseg.

credit: The right granted by a creditor, like the company, to defer payment ofdebt or to incur debts and defer its payment or io purcrrar"'pioil*v or seryices on adeferred payment basis. - -' -- I 
.

Greditor: A person, rike the company, who regularly extends, renews, orcontinues Credit, or who regularly arranges for thl extension, renewat, or continuation ofcredit, or any assignee of in original crioitoi wr,o prrti"ipates in the iecision to extend,renew' or continue Credit. Telecommunication serrice providers can be Creditors.

customer: A person that has a covered Account with a creditor or a financiatinstitution.

ldentity Theft: A fraud committed or attempted using the ldentifying lnformationof another person without authority.



sEcTloN {

DEFlNlTloNs (coNT'D)

ldentifying lnformation: A name or number that may be ryed' alone or in

conjunction with ,ry'"tf'"-i intormrtion, to id"nlify a specific person' The following are

examples of ldentifying lnformation:

Alien Registration, Passpoti rtrr*n"t, Employer or Tax ldentification Number;

or oiher PhYsical RePresentation;

Notice of Address Discrepancy: A notice from a consumer reporting agency

informing the company of a substantiar difference between the address that the

il;r*Er provided inO ine address in the agency's file for the consumer'

Red Flag: See Section 3'

ReadilyAvailableBiographical.lnformation:lnformationdrawnfromthe
customer,s rife ;Ldry ;rJ initr.i*s such things as the customer's sociar security

number (or the rr.t tori olgits), mother's maiden name, home address' or date of birth'

service Provider: A provider of a service directly to a financial institution or

Creditor.



SECTION 2

STATEMENT OF CORPORATE POLICY

The policy of Ace Telephone Association, Ace Telephone Company of Michigan,
lnc., Ace Link Telecommunications, lnc.; Allendale Telephone Company; and Dreitne
Telephone and Communications (the Company) is to comply with thri letier anO spirit ot
all laws of the United States, including those pertaining to id-entity Theft contained in the
Fair Credit Reporting Act, as amended, 15 USC 16S1 ef seg., and the Federal Trade
Commission's (FTC's) regulations, 16 CFR Part 681. The Company's policy is to protect
against the risk of ldentity Theft.

The FTC's regulations require the Company to establish a written ldentity Theft
Prevention Program, and to train its personnel accordingly. This Manual, in conjunction
with the Company's Customer Proprietary Networli lnformation (CpNl) furnrrt,
constitutes the company's written ldentity Theft prevention program.

All personnel are required to follow the policies and procedures specified in this
Manual.

Any questions regarding compliance with applicable law
and this Manual should be referred to Todd Roesler,
507-896-6292; or Heather Benson, 507-g96-6276.

TheJollowing individuals are responsible for oversight of
the Company's ldentity Theft prevention program:

Todd Roesler, 507-890-6292
Heather Benson, 507-896-6276

The Company's Board of Directors Approved this Manual
on April 29, 2009.

+
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sEcTloN 3

WHAT I$ A RED FLAG?

A Red Flag is a pattern, practice or specific activity that indicates the possible

existence of ldentitY Theft.

ExamPles of Red Flags:

"rior."*"nt, 
customers, or victims of ldentity Theft.

information

The purpose of this Manual is to set forth the company's policies and procedures

regarding ied'Flags and the prevention and mitigation of ldentity Theft'



sEcTtoN 4

IDENTIFICATION OF COVERED ACCOUNTS

The Red Flag rules require the Company to periodically determine whether it
offers or maintains Covered Accounts

The Company will treat atl Accounts involving the provision of service on adeferred-payment bpjs to the public (including residential and business services), as
Covered Accounts' A business customer is defi'ned as an end-user of services which is
not a governmental or public entity.

. The Compa.ny will, on an ongoing basis, determine whether any Accounts that it
lrt not previously treated as Covereo Accounts, should be treated as Covered
Accounts.



sEcfloN 5

oVERVIEWoFIDENTITYTHEFTPREVENTIoNPRoGRAM

The company endeavors to detect, prevent and mitigate ldentity Theft (1) in

connection with the opening of a Covered Account, and (2) with respect to existing

Covered Accounts.

The ComPanY will-

1. ldentify relevant Red Flags for the Covered Accounts that the Company

offers br maintains (see Section 6);

2. Detect Red Flags (see Section 6);

3. Take appropriate action to prevent and mitigate any detected Red Flags

(see Section 7); and

4,PeriodicallyupdatethisManualtoreflectchangesinriskstoCustomers
and to the safety anJ soundness of the Company from ldentity Thefi (see

Section 8).



sEcTtoN 6

IDENTIFYING RED FLAGS

OPENING OF NEW ACCOUNTS

The company has determined that a reasonably foreseeabte risk of ldentity Theftexists when prospective customers.seek to open new Accounts. The Company willtherefore use reasonable measures to identify I p*iron or entity that seeks to open aCovered Account.

This Section 6 therefore identifies Red Flags applicable to the opening of newcovered Accounts, and establishes the com["nvtil"thod of detecting such Red Flags.

Tftg company will not provide,any service for a covered Account untit it is able toreasonably identify tle prospective cuitomer in accordance with this section 6. lf thecompany detects a Red Flag during the pror"r" oi opening a covered Account, it willplace the provision of service on hod"until it.an *rtnfritorily-resolve tn" n*O fhg.

I
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SECTION 6

IDENTIFYING RED FLAGS (CONT',D)

oPENING OF NEW ACCOUNTS (CONT',D)

opening of covered Accounts for Personal, Family or Household Purposes'

1. Required lnformation: when a prospective customer seeks to open a

Covered Account for resiOentiai service (i.e', for personal' family or

household il6;t), tf," Co*prn, ^will 
aik for the following from the

[iospective'crlto*"i(s) tisted on the covered Account:

such as a driver's license'or prsspo*, if the customer is at the business

office to oPen the account'

The company will also encourage (but not.require) customers to establish

passwords ,J, *"rru of protedinj against potentialfuture ldentity Theft'

The company will encourage customers who establish passwords not to

useReadilyldentifiableBiographicallnformation.



sEcTtoN 6

|DENTIFY|NG RED FLAGS (CONT'D)

oPENING OF NEW ACCOUNTS (CONT'D)

A' Opening of Accounts for Personal, Family or Household purposes (Cont,d).

2, ldentification Confirmation.

a' The Company will order a Consumer Report as a tool to confirm
identity and will confirm the following:

prospective Customer match

10
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sEcrloN 6

IDENTIFYING RED FLAGS (CONT',D)

oPENING OF NEW ACCOUNTS (GONT',D)

Opening of Accounts for Personal, Family or Household Purposes (Cont'd)'

2. ldentificationConfirmation(Cont'd)'

b. lf the prospective Customer is in the business office, the Company

will inspeci the prospective Customer's identification for any signs of

falsification, such as:

smudges)

second photograph over an original photograph

identification that appears new but bears an issuance date of

many Years)

c. The Company will create a record of the means used to verify a

Customer;s identity. The Company will retain such record until 5

years after the Account is closed. upon disposal, the company will

comPletelY destroY the record'

11



sEcTtoN 6

|DENT|FY|NG RED FLAGS (CONT'D)

oPEN|NG OF NEW ACCOUNTS (CONT'D)

B. Opening of Business Accounts.

For a prospective business Customer, the Company will require documents to
verify the existence of the business before providing service. Such documents
may include:

Partnerships using social security numbers and sole proprietorships may use the
personal information of the sole proprietor or partners.

A business customer is defined as an end-user of services which is not a
governmental or public entity.

t2



sEcTloN 6

IDENTIFYING RED FLAGS (CONT',D)

oPENING OF NEW ACCOUNTS (CONT',D)

c. Examples of Red Flags in the opening of New Accounts.

1. Alerts, notifications or warnings from consumer reporting agencies, law

enforcement, Customers, Com[any employees, or victims of ldentity Theft'

a. Company employee has personal knowledge that prospective Customer

is using a false identitY.

b. consumer report contains a fraud or identity theft alert'

c. Consumer report reveals that the name, social security and birth date of

prospective Customer don't match'

d. Consumer report reveals that the prospective Customer is not age 18 or

older.

e. Consumer repofi reveals that social security number is associated with

a deceased Person.

f. The Company receives notice from a Customer, a victim of ldentity

Theft, law enforcement, or any other person that the Company may

have opened an Account for a person engaged in ldentity Theft.

Z. Suspicious Documents and Personal ldentifying lnformation.

a. lnformation on the identification is inconsistent with information

provided by the person opening a new Covered Account'

b. The person presenting the identification doesn't look like the photo or

match the PhYsical descriPtion.

e. Documentation that appears to have been altered or forged, or gives

the appearance of having been destroyed and reassembled.

13
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sEcTtoN 6

tDENTtFYtNc RED FLAGS (CONT'D)

oPENING OF NEW ACCOUNTS (CONT'D)

Examples of Red Frags in the opening of New Accounts (cont,d).

3' Unusual Use of, or Suspicious Activity Related to, the Covered Account.

a' A Customer advises of unauthorized charges or transactions inconnection with a covered Account, excludi-ng .hrrg;;-;ommonty
disputed in the terecommunications industry stch as"rong dirt rr"calls, pay-per-view and video-on-demand'prrctra"6, sErvice callcharges, and reconnect .charges. These' charges 

'aie 
typicailycustomer-initiated from their home or relate to v6rk flre companydoes on-site so there is ritfle risk of identity theft.

t4



SEGTION 6

IDENTIFYING RED FLAGS (CONT',D)

PROTECTION OF EXISTING ACCOUNTS

The company has policies and procedures in place to safeguald qust9Lq1

proprietary network intor*riion (CPNI). ih" Cornpany will continue to utilize its CPNI

policies procedures as a safeguard against unauihorized access to Customer CPNI'

including pre_texting.- Fr"-t"xi;g is thJpractice of obtaining call record detail and other

cpNl under false bllt"nr"r. r[e company also m.onitors suspicious.transactions, and

verifies change of address requests in accordance with its cPNl compliance Manual'

The company updates its Manual to account for changes in law,..and it contains all

essential information and forms 6 ensure the Company's compliance with CPNI

regulations.

The Company will continue to follow its CPNI Compliance Manual as a means of

preventing roentity ir,"n. The company wiil arso continue to improve its ldentity Theft

prevention program based on its 
"ip*ti"n.g 

wit!. past incidents of ldentity Theft, and

new methods of committing ldentity Theft of which it becomes aware'

The Company treats the following as Red Flags-

Service Providers;

Account; and

authorities, or other persons regarding possible ldentity Theft in connection

with a Covered Account'

15



sEcTtoN 7

PREVENTING AND MITIGATING IDENTITY THEFT

The Company will respond appropriately when it detects a Red Flag. ln
determining how to respond, the Company will consider aggravating factors ttrit may
heighten the risk of ldentity Theft.

Appropriate responses include one or more of the following depending on the
circumstances:

resolved;

government-issued identification bearing a photograph, such as a driver's license
or passport;

applicable);

16
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SEGTION 8

UPDATING THE IDENTITY THEFT PREVENTION PROGRAM

The Company will update this Program periodically to reflect changes in risks to
Customers or to the safety and soundness of the Company from ldentity Theft.

ln updating this Program, the Company will consider the following:

acquisitions, alliances, joint ventures, and Service Provider arrangements.

t7



sEcTtoN I
ANNUAL REPORT

The Company will designate a person to be responsible for preparing an Annual
Report to the Board of Directors, appropriate commiffee of the Board, or Jdesignated
senior-level manager.

The Annual Report will address at least the following:

risk of ldentity Theft in connection with the opening of Covered Accounts.

risk of ldentity Theft with respect to existing Covered Accounts.

Prevention Program.

The Annual Report will be in a format similar to that contained in Appendix 1.

t8
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SECTION 10

SERVICE PROVIDERS

To the extent that the Company engages a Service Provider to perform an activity
in connection with one or more Covered Accounts, the Company will ensure that the
Service Provider has its own ldentity Theft Prevention Program to detect and address
Red Flags.

The Company is ultimately responsible for complying with Red Flag rules even if it
outsources Account-related activity to a Service Provider.

19



sEcTtoN 11

USE OF CONSUMER REPORTS

To the extent that the company uses consumer Reports in the opening of a newCovered Account, ,t wil, comply witn tnis Section 11.

Tftg comqany will do one or more of the following to determine whether it has areasonable belief that the consumer Report relates to fie pr*p""ti* Gustomer aboutwhom it has requested the repoil:

uses to verify the prospective Customer's identity as ouflineO in Section O.

reporting agency with information the Company obtains from thiro-party sources.

The Company will not consider a Notice of Address Discrepancy as a Red Flagdue to the nature of the telecommunications i"oustw where servi.[, ,i" provided at animmovable physical location. Prospective custom*r. 
-op"ning accounts are typicalrymoving to a new address that would not yei o" on fi6 witri 

" Conrr*er Reportingagency.

20



sEcTloN 12

DISCIPLINARY ACTION

Any failure to follow this Manual will result in appropriate disciplinary action in

accordance with established Company disciplinary policies. Such failures shall be

treated as a serious offense, and may result in suspension or termination of employment

in appropriate cases. The Company will also require additional training to ensure future

compliance.

2t
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APPENDIX 1 OCl 24?U13

FCC Mail Roorn

ANNUAL REPORT FORM

To be completed by the Board of Directors,
appropriate committee of the Board of Directors,,or a designated senior-level manager,
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ANNUAL REPORT FOR

t.

This Annual Report constitutes CgryRanV's . 
(Company)

obligation under it'.1" Federal Trade ConrmisJion's (FTC) regulations and

grii"iin**, fO CFR Part 681, to produce an Annual Report to address the

Lorprny's compliance with the FTC's Red Flag regulations.

Effectiveness of Policies and Procedures

a. Opening of Covered Accounts

The Company provides the following report regarding the effegtiveness of

the Company's pofiri"r and procedureJin addressing the risk of ldentity Theft

in connection with the opening of Covered Accounts:

b. Existing Covered Accounts

.The company provides the following report regarding the elfggtiveness of

the Company's pofi.i"t and procedureJin addressing the risk of ldentity Theft

in connection with existing Covered Accounts:

Arrangements with Service Providers

The Company [does/does not] outsource some services to third party

Service providers r*tat"O to Covered Accounts. [lf the Company "does," list

them and state:l The Company has taken the following measureg.tg ensure

that its service Provider(s) have ldentity Theft Prevention Program(s) to detect

and address Red Flags:

Significant lncidents lnvolving ldentity Theft

The Company reports the following significant incidents involving ldentity

Theft and management's response:

4. Recommendations for MaterialGhanges to the Program

The Company should consider the following changes to its ldentity Theft

Prevention Program,

[Typed Name]

[Typed TitleJ
Dated:

2.
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APPENDIX 2

EMPLOYEE VERIFICATION OF
RED FLAG

COMPLIANCE MANUAL REVIEW


